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TRENDS PRIVACY SHIELD ANTITRUST DIGITAL FINANCE

Tech disputes between 
the USA and China 
continue, privacy remains 
in focus, and tech 
companies face antitrust 
investigations.

What does the invalidation 
of the EU-US Privacy 
Shield mean for cross-
border data transfers?

The four Big Tech 
companies are in the 
spotlight again over their 
market position and 
anticompetitive practices.

Access to digital finance 
can support sustainable 
development. But several 
barriers and risks need to 
be tackled first.
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Editorial

The top digital policy trends in July & August

Each month we analyse hundreds of unfolding 
developments to identify key trends in digital policy 
and their underlying issues. These were the trends 
in July and August.

1. The US-China tech dispute wages on

The month of August saw the tech dispute between 
the USA and China take new forms, as US author-
ities launched new actions against Chinese tech 
companies.

On 6 August, President Trump issued two execu-
tive orders targeted at the video-sharing mobile app 
TikTok  (owned by Chinese company ByteDance) and 
the social media, messaging, and e-payment app 
WeChat  (owned by Tencent). The orders present the 
two apps as national security threats, arguing, among 
other points, that the user data they collect might be 
handed over to the Chinese government. Transactions 
between these companies and anyone subject to US 
jurisdiction are banned starting 45 days after the date 
of the orders. But the orders are not clear on the types 
of transactions referred to; these are to be determined 
by the Secretary of Commerce.

A week later, a third order  required ByteDance to 
sell its US assets and remove the data of all US users 
within 90 days. It stated that the US authorities had 
‘credible evidence’ that the Chinese tech giant could 
take action to imperil national security. The main 
bidders for the acquisition of ByteDance assets are 
Microsoft and Oracle.  President Trump has also sug-
gested that, if the transaction occurs, a portion of the 
sale price goes to the US Treasury, although the legal-
ity of such a request is unclear.

China reacted strongly to the three orders, accusing 
the USA of ‘political manipulation and suppression’.  
In the USA, the orders are being challenged in court 
by TikTok,  TikTok employees,  and WeChat users.  
At this stage, their exact implications are difficult to 
assess. Questions have been raised as to the legal-
ity of a ban prohibiting individuals from using a cer-
tain app, especially when there could be freedom 
of speech implications (i.e., would banning TikTok 
infringe on users’ ability to express themselves?).  
Then, if the US government requires Apple and Google 
to remove TikTok and WeChat from their app stores, 
would the companies simply follow the request or try 
to resist it and avoid setting a dangerous precedent 

(e.g. other governments banning apps provided by US 
companies)? The case of WeChat is even more inter-
esting. In China, WeChat is extensively used by iPhone 
owners; if the order prohibits Apple from hosting the 
app, would Chinese users switch to another app or 
another phone? A poll among 800 000 WeChat users 
found that 750 000 of them would rather buy a new 
phone than stop using WeChat.

In parallel with the TikTok and WeChat controversies, 
the US administration also took new actions against 
Huawei, as the Department of Commerce (DoC) fur-
ther restricted the company’s access to US technol-
ogy.  Moreover, the Department of State announced 
the expansion of a programme called the Clean 
Network  aimed at ‘protecting America’s critical 
telecommunications and technology infrastructure’. 
The programme envisions new action lines focused, 
among others, on ensuring that Chinese carriers are 
not connected with US telecom networks, and remov-
ing untrusted applications from US mobile app stores. 
Targeted explicitly at Chinese companies, the pro-
gramme has been criticised over its potential to ‘frac-
ture the Internet into pieces’.

While all these US administration actions have the 
same geostrategic framework, each has a specific 
focus. In the case of Huawei, the focus is on telecom 
infrastructure (mainly 5G). Targeting WeChat means 
targeting an app which is used by US companies to 
conduct businesses with Chinese users and by the 
Chinese diaspora to communicate with their fami-
lies. For TikTok, the key elements are data (given the 
app’s wide use in the USA) and the fact that the app 
is a competitor for US companies. If the TikTok con-
troversy seemed the easiest to ‘unplug’, this might 
be complicated by new Chinese export control rules 
that could require ByteDance to get a licence from the 
Chinese government before being able to sell TikTok.  
A WeChat ban could create significant communica-
tion disruptions for millions of people and negatively 
impact US businesses. Huawei is about future strate-
gic developments. It remains to be seen how each of 
these cases will unfold.

2. Privacy-related court cases and 
investigations on the rise

The way in which tech companies handle user data 
is often at the core of heated debates. Almost every 
month we see new privacy cases being filed in courts 

https://www.whitehouse.gov/presidential-actions/executive-order-addressing-threat-posed-tiktok/
https://www.whitehouse.gov/presidential-actions/executive-order-addressing-threat-posed-wechat/
https://www.whitehouse.gov/presidential-actions/order-regarding-acquisition-musical-ly-bytedance-ltd/
https://techcrunch.com/2020/08/27/tiktok-deal/
https://www.nytimes.com/2020/08/08/us/politics/trump-tiktok-deal-treasury.html
https://www.dw.com/en/china-fumes-over-united-states-ban-on-use-of-tiktok-wechat/a-54480334
https://www.cnet.com/news/tiktok-sues-trump-administration-over-ban-in-us/
https://edition.cnn.com/2020/08/24/tech/tiktok-employee-lawsuit-trump/index.html
https://www.theverge.com/2020/8/23/21397858/wechat-users-lawsuit-trump-china-ban-tiktok
https://www.theverge.com/2020/8/10/21358505/trump-tiktok-wechat-tencent-bytedance-china-ban-executive-order-legal-sanctions-rules
https://www.scmp.com/news/china/society/article/3096595/give-wechat-or-lose-your-iphone-chinese-users-wait-see-what
https://www.commerce.gov/news/press-releases/2020/08/commerce-department-further-restricts-huawei-access-us-technology-and
https://www.state.gov/announcing-the-expansion-of-the-clean-network-to-safeguard-americas-assets/
https://www.internetsociety.org/news/statements/2020/internet-society-statement-on-u-s-clean-network-program/
https://www-nytimes-com.cdn.ampproject.org/c/s/www.nytimes.com/2020/08/29/technology/china-tiktok-export-controls.amp.html
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and new investigations being launched by data pro-
tection authorities (DPAs). This has also been the case 
in July and August.

For a start, international data transfers and their pri-
vacy implications made the headlines as the Court of 
Justice of the European Union (CJEU) invalidated the 
Privacy Shield which had been governing the trans-
atlantic data flows since 2016. Developed by the 
European Commission and the US DoC, the Privacy 
Shield  functioned as a tool for companies to self-cer-
tify their adherence to EU data protection standards 
when transferring personal data from the EU to the 
USA. Now, the CJEU has ruled that the mechanism 
does not offer sufficient protection of privacy rights.

The court ruling does not mean that EU-US data 
transfers can no longer happen, but it does mean that 
companies face a high compliance burden and must 
switch to alternative data protection safeguards. Read 
more on page 6.

Beyond the Privacy Shield debates, tech companies 
have continued to be scrutinised for their privacy 
practices. In Belgium, the DPA fined Google €600 000 
for failing to delete links to articles deemed harmful 
to a person’s reputation under the EU’s right to be 
forgotten.  In the USA, Twitter is being investigated 
by the Federal Trade Commission over misusing 
personal data: between 2013 and 2019, the company 
used data provided by users for security purposes to 
target them with ads.  Facebook-owned Instagram 
is facing a lawsuit in California, accused of collecting 
the biometric data of up to 100 000 million users with-
out their consent.  And the French DPA has launched 
an investigation into TikTok’s compliance with the EU 
General Data Protection Regulation (GDPR).

These and other similar cases demonstrate that 
authorities and users alike continue to place an 
increased importance on how tech companies treat 
personal data. What seems to remain unclear is the 
companies’ willingness to improve their compliance 
with privacy regulations, even when faced with fines 
and court cases.

3. Antitrust: Tech companies in the spotlight 
(again)

The four Big Tech companies – Apple, Amazon, Google, 
and Facebook – have been in the spotlight again over 
antitrust issues. They are facing numerous investiga-
tions in the USA, some of which may soon result in 
formal action.

In July, the four CEOs appeared before Congress 
for questioning by the House Judiciary Antitrust 
Committee, one of the players investigating Big Tech. 
This marked the first time that all four CEOs were 
questioned during the same hearing. Read more on 
page 7.

Beyond the USA, Big Tech faces other woes. The 
European Commission, which has so far fined the 
companies billions of euro, has announced new inqui-
ries. These include an investigation into Google’s 
planned acquisition of Fitbit and a sector inquiry into 
the Internet of Things (IoT) market for consumers. 
Meanwhile, Telegram’s antitrust complaint against 
Apple adds more pressure to ongoing investigations 
on the company’s App Store.

Elsewhere, the Australian Competition and Consumer 
Commission has proposed  a draft code allowing 
media outlets to bargain with digital platforms like 
Google and Facebook over payments for including 
news in their services, while the UK Competition and 
Markets Authority’s market study  into online plat-
forms and the digital advertising market explains that 
‘competition is not working well in these markets, 
leading to substantial harm for consumers and soci-
ety as a whole’.

The action undertaken by regulators in the USA com-
pared to that in the EU and other regions varies con-
siderably. The view of the dominance of Big Tech and 
the need to review existing laws and enforcement 
practices, however, is across the board. The tougher 
question is to agree on what type of action is needed.

Editorial

https://www.privacyshield.gov/Program-Overview
https://www.autoriteprotectiondonnees.be/news/600000-euros-d-amende-l-apd-sanctionne-google-belgium-pour-non-respect-du-droit-a-l-oubli
https://techcrunch.com/2020/08/04/twitter-warns-investors-of-possible-fine-from-ftc-consent-order-probe/
https://www.bloomberg.com/news/articles/2020-08-12/facebook-s-instagram-targeted-in-new-lawsuit-over-biometrics
https://techcrunch.com/2020/08/11/tiktok-is-being-investigated-by-frances-data-watchdog/?guccounter=1
https://www.politico.com/news/2020/06/26/google-anti-trust-suit-341912
https://www.accc.gov.au/focus-areas/digital-platforms/draft-news-media-bargaining-code
https://www.gov.uk/cma-cases/online-platforms-and-digital-advertising-market-study
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Observatory

Digital policy developments in July and August
The digital policy landscape is filled with new initiatives, evolving regulatory frameworks, and new legislation 
and court judgments. In the Digital Watch observatory – available at dig.watch – we decode, contextualise, and 
analyse ongoing developments, offering a digestible yet authoritative update on the complex world of digital 
policy. The monthly barometer tracks and compares the issues to reveal new trends and to allow them to be 
understood relative to those of previous months. The following is a summarised version; read more about each 
development by clicking the blue icons, or by visiting the Updates section on the observatory.

increasing relevance

Security
The EU imposed its first-ever cyber sanctions.

Twitter accounts of high-profile individuals were hacked.  A cyber-attack caused exten-
sive damage to an Iranian nuclear facility.

The Intelligence and Security Committee in the UK Parliament published a report on 
Russian influence and cyber operations.  European law enforcement agencies shut 
down an encrypted communication platform used by criminals.  An Interpol report 
assessed the impact of COVID-19 on cybercrime.  The Australian government published 
its Cybersecurity Strategy 2020.

increasing relevance

E-commerce & Internet economy
The General Court of the EU annulled the 2016 decision of the European Commission 
regarding the Irish tax ruling in favour of Apple.

Apple, Amazon, Google, and Facebook testified before US Congress in an antitrust hear-
ing.  The European Commission announced an investigation into the acquisition of Fitbit 
by Google.  Telegram filed an antitrust complaint to the EU against Apple’s App Store.  
Online sellers in India filed an antitrust case against Amazon.

Australia started consultations on a news media bargaining code.

The Organisation for Economic Co-operation and Development (OECD) released a global 
tax reporting framework for digital platforms in the sharing and gig economy.  Facebook 
agreed to pay France €106 million to settle a dispute on revenue tax.

Sustainable development
The UN launched a 2030 Connect online platform to promote science, technology, 
and innovation for sustainable development.  The African Union launched the African 
E-Commerce Platform.

The UN’s Sustainable Development Goals (SDGs) Report 2020 showed that the world is 
off track to meet the SDGs by 2030.  The 2020 UN E-Government Survey highlighted the 
persistent digital divide.

The European Commission launched a European Skills Agenda.

same relevance

Global IG architecture
The Internet Governance Forum (IGF) outlined plans for its 15th annual meeting, to be 
held entirely online.

decreasing relevance

http://dig.watch
https://dig.watch/updates
https://www.consilium.europa.eu/en/press/press-releases/2020/07/30/eu-imposes-the-first-ever-sanctions-against-cyber-attacks/
https://www.politico.com/news/2020/07/31/twitter-hack-florida-teen-arrested-389799
https://breakingdefense.com/2020/07/cyber-strike-by-foreign-force-causes-iran-explosion-israeli-experts/
http://isc.independent.gov.uk/
https://www.nationalcrimeagency.gov.uk/news/operation-venetic
https://www.interpol.int/News-and-Events/News/2020/INTERPOL-report-shows-alarming-rate-of-cyberattacks-during-COVID-19
https://www.homeaffairs.gov.au/cyber-security-subsite/files/cyber-security-strategy-2020.pdf
https://curia.europa.eu/jcms/upload/docs/application/pdf/2020-07/cp200090en.pdf
https://judiciary.house.gov/calendar/eventsingle.aspx?EventID=3113
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1446
https://arstechnica.com/tech-policy/2020/07/telegram-files-eu-antitrust-complaint-against-apples-app-store/
https://www.nytimes.com/reuters/2020/08/26/business/26reuters-amazon-com-india-exclusive.html
https://www.accc.gov.au/focus-areas/digital-platforms/draft-news-media-bargaining-code
http://www.oecd.org/tax/exchange-of-tax-information/oecd-releases-global-tax-reporting-framework-for-digital-platforms-in-the-sharing-and-gig-economy.htm
https://www.bbc.com/news/business-53894959
http://sdg.iisd.org/news/2030-connect-promotes-science-technology-and-innovation/
https://au.int/en/pressreleases/20200707/african-union-and-african-electronic-trade-group-launch-sokokuu
https://unstats.un.org/sdgs/report/2020/The-Sustainable-Development-Goals-Report-2020.pdf
https://www.un.org/development/desa/publications/publication/2020-united-nations-e-government-survey
https://ec.europa.eu/commission/presscorner/detail/en/IP_20_1196
https://www.intgovforum.org/
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Observatory

Digital rights
The Belgian DPA fined Google €600 000 in a right-to-be-forgotten case.  UK and 
Australian DPAs launched a joint investigation into Clearview AI.  The French DPA started 
an investigation into TikTok over privacy concerns.  A lawsuit was filed in the USA against 
Facebook’s Instagram over alleged illegal collection of biometric data.

Internet access restrictions were reported in Ethiopia,  Mali,  Iran,  Somalia,  and 
Belarus.

Facebook and Twitter took action against posts by US President Trump and his campaign 
over false COVID-19 claims.  TikTok announced new policies to tackle misinformation 
ahead of US elections.  Twitter announced new labels for government and state-affili-
ated media accounts.  Attorneys general in 20 US states asked Facebook to take more 
measures against online harassment, discrimination, and misinformation.

increasing relevance

increasing relevance

Jurisdiction & legal issues
The CJEU invalidated the EU-US Privacy Shield.

The US President issued executive orders to ‘address the threats’ posed by TikTok and 
WeChat.

Turkey adopted a controversial law regulating social media.

The CJEU ruled that YouTube is not required to share certain personal information of 
users who upload films illegally on its platform.

The Court of Justice of the Economic Community of West African States asked Nigeria to 
amend or repeal its cybercrime law.

A UK court ruled that the use of facial recognition technology (FRT) by the South Wales 
Police was unlawful.  Amazon, Google, and Microsoft were sued over using photos to 
train FRT systems.

New technologies (IoT, AI, etc.)
Saudi Arabia adopted an AI strategy.  The US Intelligence Community released a set of 
principles for AI ethics.  New Zealand launched an Algorithm Charter for government 
agencies.  The UK Information Commissioner’s Office published guidance on AI and data 
protection.

The USA announced a blueprint for a national quantum Internet.  Japan revealed plans 
to develop a quantum cryptography communication network.

same relevance

same relevance

Infrastructure
Google announced a subsea cable connecting the USA, the UK, and Spain.

The UK decided to ban Huawei from its 5G networks.

Bangladesh ordered Internet service providers to stop offering free access to social 
media services.

The European Commission launched an antitrust inquiry into IoT for consumers.  The UK 
published proposals for regulating the security of consumer IoT devices.

https://news.bloomberglaw.com/privacy-and-data-security/google-gets-belgian-privacy-fine-over-right-to-be-forgotten
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/07/oaic-and-ico-open-joint-investigation-into-clearview-ai-inc/
https://techcrunch.com/2020/08/11/tiktok-is-being-investigated-by-frances-data-watchdog/?guccounter=1
https://www.bloomberg.com/news/articles/2020-08-12/facebook-s-instagram-targeted-in-new-lawsuit-over-biometrics
https://netblocks.org/reports/internet-cut-in-ethiopia-amid-unrest-following-killing-of-singer-pA25Z28b
https://netblocks.org/reports/social-media-restricted-in-mali-amid-protests-against-president-QyKpdX8D
https://twitter.com/netblocks/status/1283106806332620801?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1283106806332620801%7Ctwgr%5E&ref_url=https://en.radiofarda.com/a/internet-access-disrupted-in-iran-as-uproar-rises-against-executions/30726488.html
https://netblocks.org/reports/somalia-internet-shutdown-after-parliament-votes-to-remove-prime-minister-DA3lx6BW
https://www.foxnews.com/tech/belarus-experienced-nation-scale-internet-disruption-during-election-web-monitoring-group
https://www.bbc.com/news/election-us-2020-53673797
https://www.axios.com/tiktok-tightens-misinformation-rules-before-2020-election-7ef21607-a0b7-4759-8bc3-1910a8cdef0b.html
https://blog.twitter.com/en_us/topics/product/2020/new-labels-for-government-and-state-affiliated-media-accounts.html
https://int.nyt.com/data/documenttools/facebook-attorneys-general-letter/50738870562dec84/full.pdf
http://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=9747422
https://apnews.com/9abc40bdd22f6c8df763bad0b4c55924
http://curia.europa.eu/juris/document/document.jsf?text=&docid=224899&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=8844330
http://prod.courtecowas.org/2020/07/10/nigerian-government-ordered-to-repeal-or-amend-its-law-on-cybercrime/
https://www.bbc.com/news/uk-wales-53734716
https://techcrunch.com/2020/07/15/facial-recognition-lawsuit-vance-janecyk-bipa/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAALheuqnTtqDmqTl3SDLBs3eMyUa_yQmJm1RuQQoCYoJwwZAXQMTB2HFOxyeuGArJq7b1VBo3jNlMeq_mURj0_oDCrqBAlE5PlWTqf1YXQ7A3GZnTnADW2n3O-Wf6yfiRdA9QYfvAZKvse9dSf3SbKwYWrUmXLaEnibcK3gXJGkxN
https://gulfnews.com/business/saudi-arabia-approves-policy-on-artificial-intelligence-expects-sr500b-windfall-by-2030-1.1597032000775
https://www.intelligence.gov/principles-of-artificial-intelligence-ethics-for-the-intelligence-community
https://data.govt.nz/use-data/data-ethics/government-algorithm-transparency-and-accountability/algorithm-charter
https://ico.org.uk/for-organisations/guide-to-data-protection/key-data-protection-themes/guidance-on-ai-and-data-protection/
https://www.energy.gov/articles/us-department-energy-unveils-blueprint-quantum-internet-launch-future-quantum-internet
http://www.toshiba.co.jp/rdc/rd/detail_e/e2007_02.html
https://cloud.google.com/blog/products/infrastructure/announcing-googles-grace-hopper-subsea-cable-system
https://edition.cnn.com/2020/07/14/tech/huawei-uk-ban/index.html
https://techcrunch.com/2020/07/21/bangladesh-regulator-orders-telcos-to-stop-providing-free-access-to-social-media/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS91cmw_cT1odHRwczovL3RlY2hjcnVuY2guY29tLzIwMjAvMDcvMjEvYmFuZ2xhZGVzaC1yZWd1bGF0b3Itb3JkZXJzLXRlbGNvcy10by1zdG9wLXByb3ZpZGluZy1mcmVlLWFjY2Vzcy10by1zb2NpYWwtbWVkaWEvJnNhPUQmdXN0PTE1OTc5MDg2NzMzOTcwMDAmdXNnPUFGUWpDTkVkNWsxTmcwbXI5Rmk4NVIxb1BxUFRZNVdPTFE&guce_referrer_sig=AQAAAEHWMuMdVFbTZQ8KfX6jMPxzmEDfWrzIcoqJtM6HCaqRmW-ssIevwN1hWvah4qbRDbK6fMCqDk7F3E7v3K3j4UpoW5j4laPO0v8uWuAZEWAUEOJxjoB6-Mmmg5Sa8f0I9F8qlmHdqYdXeFOA1KS4BSaD_zpQlWC206TQfCXCsG8Q
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1326
https://www.gov.uk/government/publications/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views/proposals-for-regulating-consumer-smart-product-cyber-security-call-for-views#security-requirements
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In focus

EU-US Privacy Shield invalidated: 
What does it mean?
In a long-awaited decision, the CJEU delivered its judgment in Case C-311/18 — Data Protection 
Commissioner v. Facebook Ireland and Maximillian Schrems  (the so-called Schrems II) invalidating 
the Privacy Shield and confirming that data protection rights in the EU are human rights.

Back to the negotiating table

The issue of personal data transfers from the EU to 
the USA has been in the spotlight for many years. 
The predecessor of the Privacy Shield, the 2000 Safe 
Harbour Framework, was invalidated  by the CJEU 
in 2015 (Schrems I case). On 16 July 2020, the CJEU 
invalidated the Privacy Shield Framework  for the 
same reasons: the lack of limitations on surveillance 
by the US intelligence community and a lack of judi-
cial remedies for EU citizens in the USA in the event of 
personal data breaches.

The Schrems II judgement has left the EU and the USA 
with the uneasy task of negotiating – for the third time 
– a framework for transatlantic data transfers that 
fully comply with EU data protection regulations and 
the judgement. It is expected that the negotiations will 
have to address the lack of US federal data protection 
regulations and the need for the US judicial system to 
allow EU citizens to claim their data protection rights. 
They may also reopen discussions on the US Clarifying 
Lawful Overseas Use of Data Act  (which allows US law 
enforcement to access data on servers of US-based 
companies, regardless of where the servers are).

Implications beyond EU-US relations

The Schrems II judgement has shed light on how to 
evaluate whether EU standards for personal data 
protection are met in other countries – such as rule of 
law, respect for human rights, adequate safeguards 
in national security and defence laws, the presence of 
an independent authority enforcing of data protection 
rules, and effective court remedies for EU citizens.

The task of evaluating the adequacy of personal data 
protection in third countries has now been transferred 
to the data exporters (EU companies transferring data 
out) and the data importers (third country companies 
receiving data). As described by the German state of 
Baden-Wuerttemberg’s DPA in its guidance,  EU com-
panies are to undertake a review of where the per-
sonal data of EU citizens is transferred, and whether 
such third countries provide adequate protection. The 
German DPA has acknowledged that the Schrems II rul-
ing is ‘imposing an extreme burden on the companies’.

Standard contractual clauses

The CJEU confirmed that companies may use stan-
dard contractual clauses  to transfer the personal 
data of EU citizens. However, it urged them to pro-
vide ‘additional safeguards’ for these transfers. Such 
safeguards have not been clarified by the CJEU, but 
the European Data Protection Board (EDPB) has indi-
cated that it is developing guidance in this regard. 
Solutions could include the encryption of personal 
data or the introduction of data localisation rules. 
With respect to the US transfers, however, the CJEU’s 
decision means that even the approved personal data 
transfer mechanisms are not appropriate, since US 
laws do not provide essential equivalency with EU 
standards.

What next?

The Schrems II judgement has caused quite a 
shake-up in personal data transfers. The EDPB  is 
now looking into reevaluating adequacy decisions of 
the European Commission related to other countries,  
as well as interpreting the Schrems II judgement 
and providing guidance to authorities and companies 
on how to proceed. The first enforcement decisions 
of the judgement by national DPAs will also create a 
blueprint for moving forward.

Even though the Schrems II judgement and rele-
vant authorities (such as the EDPB  and the Berlin 
Commissioner for Data Protection and Freedom of 
Information ) call for an immediate suspension of 
personal data transfers out of the EU to third coun-
tries not providing adequate levels of protection, the 
reality remains that data transfers are still taking 
place. The proposed approaches for clarifying the 
conditions for personal data transfers outside the EU 
(e.g. EU-US negotiations on a new mechanism, use of 
standard contractual clauses with evaluations of third 
countries’ legal systems by companies, or awaiting 
enforcement decisions by DPAs) are neither fast nor 
simple, and the next weeks and months will show 
how this issue will be resolved.

Read more on the implications of the Privacy Shield 
invalidation.

http://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=9777234
http://curia.europa.eu/juris/document/document.jsf?text=&docid=169195&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=8105128
https://www.privacyshield.gov/welcome
https://iapp.org/news/a/schrems-ii-requires-a-rethink-of-the-cloud-act/
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2020/08/LfDI-BW-Orientierungshilfe-zu-Schrems-II.pdf
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://edpb.europa.eu/news/news/2020/statement-court-justice-european-union-judgment-case-c-31118-data-protection_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://edpb.europa.eu/our-work-tools/our-documents/ovrigt/frequently-asked-questions-judgment-court-justice-european-union_en
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2020/20200717-PR-After_SchremsII_digital_independence.pdf
https://www.diplomacy.edu/blog/schrems-ii-judgement-and-initial-reflections
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Antitrust: Big Tech under scrutiny
The four Big Tech companies – Apple, Amazon, Google, and Facebook – were in the spotlight again. In 
July, they appeared before US Congress as part of an investigation into the dominance of tech compa-
nies. For the first time, they faced collective scrutiny. 

Have the four Big Tech companies grown too much? 
Are they exerting too much influence on the economy 
and on democracy? These are some of the questions 
that have been brewing in Washington’s mind in the 
past few years.

Leading the House Judiciary Antitrust Subcommittee’s 
hearing, chairman David Cicilline explained that ‘sim-
ply put, they have too much power’.  They each con-
trol a key segment of the market, they surveill compa-
nies to assess potential competitive threats, and they 
abuse their dominant position.

The CEOs have a different – but shared – opinion. 
Punctuated by personal stories of humble beginnings, 
the CEOs’ strikingly similar written statements deliv-
ered eight key messages:

1.	 We create jobs.
2.	We invest heavily in the USA.
3.	We help small businesses.
4.	We care for our consumers and society.
5. We compete with big global players.
6.	We nurture American values.
7. We solidify America’s digital leadership globally.
8.	Therefore, big is not bad.

Main differences in the statements reflected the 
companies’ relations with China. Apple, which relies 
on China for its supply chain and a large user base, 
is careful to avoid any reference to the country. 
Facebook, which has no operations in China, is the 
most critical.

The CEO’s statements hardly answered the questions 
posed by the House Judiciary. The committee wanted 
to determine how dominant the Big Tech’s position is. 
But more than that, it sought the CEOs’ testimony on 
perceived antitrust behaviour, giving them the chance 
to reply. Harm is not only measured through prices; 
certain practices, such as lost competition due to ques-
tionable behaviour, are just as bad.

Displaying considerable knowledge about the com-
plex market in which tech companies operate, rep-
resentatives grilled the CEOs on several issues and 
allegations  – most of which the CEOs did not deny.

For instance, Google was questioned on the Yelp 
case as one example of anti-competitive behaviour, 
in which Google reportedly threatened to delist Yelp 
from its searches after the latter complained that 
Google stole its restaurant reviews.

Amazon was grilled about the Quidsi case – in which 
Amazon reportedly dropped the prices of baby products 
to drive a competitor out of the market  – and the issue 
of counterfeit goods where the platform ‘acts like it’s not 
responsible’ even though it profits from the sales.

Facebook was accused of using copy-acquire-kill tac-
tics,  in which it allegedly uses data to spy on other com-
panies, and then threatens potential competitors with 
consequences if they do not agree to be acquired. Apple 
was questioned about its App Store practices, referring 
to the 30% flat commission it charges app developers.

The hearing confirmed that there is clear consensus 
that something needs to be done. What is yet unclear 
is which action to take.

One of the key questions is whether the current anti-
trust laws need to be updated to effectively regulate 
tech companies that have grown extremely large. 
Other courses of action include opening up the merger 
review process to public comment, and breaking up 
the biggest monopolies.

What the hearings have provided, together with a 
months-long collection of documents, is mounting 
evidence of antitrust behaviour. The next potential 
step is to see whether the companies – all of them or 
any of them – will be taken to court.

In focus

https://www.zdnet.com/article/antitrust-showdown-apple-amazon-facebook-google-ceos-report-to-capitol-hill/
https://www.bnnbloomberg.ca/facebook-amazon-and-google-emails-make-an-antitrust-case-1.1477960
https://www.nytimes.com/2017/07/01/technology/yelp-google-european-union-antitrust.html
https://www.geekwire.com/2020/hearing-documents-reveal-amazons-aggressive-strategy-beat-diapers-com/
https://www.euractiv.com/section/digital/news/facebook-accused-of-copy-acquire-and-kill-tactics-in-us-antitrust-hearing/
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In focus

The DFTF was mandated to recommend and catalyse 
ways to harness digitalisation to accelerate financ-
ing of the SDGs. Its report titled People’s Money: 
Harnessing Digitalization to Finance a Sustainable 
Future  addresses some of the key barriers and risks 
to digital finance and proposes a set of recommen-
dations on how to overcome the underlying setbacks 
and secure the financing of sustainable development. 
Read our overview of the report.

The DFTF report is anchored in the fast pandem-
ic-driven changes in the economic and social land-
scape of the modern world. In a just-in-time reflec-
tion, it focuses on how the COVID-19 crisis has altered 
the way we access financial services. According to 
the findings  of VeriTran, the use of digital wallets has 
increased globally by 180% since the outbreak. While 
this transition was easy for those with access to finan-
cial services and institutions, the situation was some-
what different for the 1.7 billion underserved.

Identifying the unbanked

The majority of unbanked individuals are from devel-
oping countries in sub-Saharan Africa and South Asia. 
Moreover, nearly half of all unbanked adults live in 
seven economies.

Digital finance in the spotlight
This summer, digital finance came into focus as a renewed attempt to accelerate achievement of the SDGs. 
The UN Secretary-General’s Digital Task Force (DFTF)  issued a report summarising current trends and 
new possibilities in digital finance. The report anchors inclusive finance in the wider context of digital 
policies related to the digital divide, cyber vulnerabilities, data protection, and market concentration.

Distribution of unbanked adults
Bangladesh 3.00%

Mexico 3.00%
Nigeria 4.00%

Pakistan 6.00%

Indonesia 6.00%

India 11.00%

China 13.00%
Rest of world 54.00%

Source: Global Findex database (2017)

Digital finance in a nutshell

Digital finance centres on the idea that indi-
viduals and companies can access payments, 
savings, and credit products  through digital 
infrastructure including the Internet and mobile 
devices, without ever entering a bank branch. 
Digital finance can essentially foster financial 
inclusion by allowing millions of unbanked to 
access financial services.

https://digitalfinancingtaskforce.org/downloads/
https://www.diplomacy.edu/blog/overview-peoples-money-harnessing-digitalization-finance-sustainable-future
https://www.paymentssource.com/opinion/latin-americas-digital-transformation-can-be-a-global-model
https://globalfindex.worldbank.org/chapters/unbanked
https://globalfindex.worldbank.org/sites/globalfindex/files/chapters/2017%20Findex%20full%20report_chapter2.pdf
https://digitalfinancingtaskforce.org/task-force/
https://www.mckinsey.com/mgi/overview/in-the-news/what-digital-finance-means-for-emerging-economies
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This divide becomes even more apparent when placed 
in the context of gender. Roughly 56% of unbanked 
individuals are women.  Despite some success sto-
ries (for instance, the penetration of mobile money 
services such as Orange money  that help increase 
the financial inclusion of the underrepresented), the 
lack of access to official IDs,  along with lower levels 
of mobile phone ownership, digital literacy, and finan-
cial capability are cited as the main obstacles faced by 
women accessing digital financial services.

With regard to other vulnerable groups including 
indigenous people, older people, and refugees and the 
internally displaced, isolation, the insufficient engage-
ment of the private sector, as well as inadequate 
access to ICTs are also identified as significant chal-
lenges to digital financial inclusion. Similar setbacks 
are faced by an estimated 80% of people with disabil-
ities  in low- and middle-income countries who lack 
access to adequate assistive technologies.

Unveiling the potential of digital technology

Digital technology has the potential to foster financial 
inclusion. In India, for instance, the government has 
used biometric identification to promote access to dig-
ital financial services (e.g. by connecting ID cards with 
mobile phones and financial service accounts). This has 
resulted in a significant increase of financially included 
individuals (from 54% in 2014 to 81% in 2018 ). A rise 
in the number of banked individuals has also been 
observed in Mexico, where Banco Azteca increased its 
customer base from 0 to 8 million in 5 years  by con-
necting electronic banking to large retail chains.

Although digital technologies, in particular mobile-
based assistive technologies, still remain at the early 
stages of development  and have limited financial 
support, they are being recognised as a means to 
increase the financial inclusion of people with dis-
abilities. Strides are being made, for instance, in the 
domain of voice-assisted banking.

If developing countries succeed in making use of digi-
tal technologies and other tools to increase access to 
digital financing, this can act as an enabler of social 
and economic development. This point was equally 
emphasised by the DFTF in recognising digital finance 
as a ‘key step’ in the formalisation of two-thirds of the 
global informal workforce; mobile money accounts 
provide the underserved with access to finance, 
social safety nets, and the formalisation of small sav-
ings and microinsurance.

Understanding the risks of digital finance

As highlighted by the DFTF, digital finance also comes 
with a number of challenges. Attention is particularly 
drawn to cybersecurity risks which, according to sur-
veys conducted by the International Monetary Fund 
(IMF) in 2018, can cause significant damage to finan-
cial institutions ranging from USD 100 billion to USD 
350 billion.  Money laundering, fraud, and financing 
of terrorism are equally regarded as threats that 
increasingly involve digital currency and crowdfund-
ing platforms.

At the citizen level, privacy violations such as identity 
and data theft in the context of mobile-phone scams 
oftentimes result from the lack of digital financial lit-
eracy competences.

Acting on digital finance

Realising the opportunities and fallback of digital 
finance, in recent years, a noticeable rise in action on 
the matter has been seen at both national and inter-
national levels. To illustrate, the EU has undertaken 
an initiative to develop a new digital finance strategy  
that seeks to improve access to and efficiency of 
financial services, but also help overcome risks and 
barriers associated with digital finance through finan-
cial oversight mechanisms.

More recently, Singapore has established the Asian 
Institute of Digital Finance,  whose role will be to pro-
mote new tech-driven financial services and encour-
age education in related fields. Malaysia and Indonesia 
have agreed to ‘establish a collaborative framework 
to develop a fintech ecosystem in both market’.  In 
Geneva, the Building Bridges summit  (October 2019) 
started linking financial and development commu-
nities with the aim to establish Geneva as a hub for 
sustainable finance. Geneva, as host of many digital 
policy organisations, can play an important role in 
connecting digital finance with trade, security, and 
standardisation processes in the digital realm.

FinTech or TechFin?

Jack Ma, the founder of Alibaba, argues that we 
should use the term TechFin instead of FinTech, 
since technology is more important in achiev-
ing inclusive finance. This linguistic subtleness 
reflects a wider discussion on whether tech 
companies or banks will be leaders in the future 
of financial developments.

https://globalfindex.worldbank.org/sites/globalfindex/files/chapters/2017%20Findex%20full%20report_chapter2.pdf
https://insights.invyo.io/africa/fintech-africa/western-africa/case-study-orange-money-story-of-a-success-in-africa/
https://www.gpfi.org/sites/gpfi/files/sites/default/files/saudig20_women.pdf
https://www.gsma.com/mobilefordevelopment/wp-content/uploads/2020/07/GSMA_ATInnovation-Landscape_28pp_FINAL_Accessible_WEB.pdf
http://finclusion.org/country/asia/india.html
https://new.digitalfinancingtaskforce.org/wp-content/uploads/2020/08/DF-Task-Force-Full-Report-Aug-2020-1.pdf
https://www.gsma.com/mobilefordevelopment/wp-content/uploads/2020/07/GSMA_ATInnovation-Landscape_28pp_FINAL_Accessible_WEB.pdf
https://blogs.imf.org/2018/06/22/estimating-cyber-risk-for-the-financial-sector/
https://www.economist.com/finance-and-economics/2020/01/30/how-digital-financial-services-can-prey-upon-the-poor
https://ec.europa.eu/info/business-economy-euro/banking-and-finance/digital-finance_en
https://www.abbl.lu/2020/07/07/european-commission-plans-for-a-new-digital-finance-strategy/
https://www.finextra.com/newsarticle/36332/singapore-establishes-asian-institute-of-digital-finance
https://www.finextra.com/pressarticle/83795/malaysia-and-indonesia-ink-fintech-co-operation-pact
https://www.lombardodier.com/contents/corporate-news/corporate/2019/october/the-building-bridges-summit-movi.html
https://www.finews.asia/finance/23534-jack-ma-alibaba-alipay-ant-financial
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Geneva

Policy discussions in Geneva
The COVID-19 crisis has pushed several discussions, negotiations, and processes online; in other 
cases, meetings have been postponed. Geneva-based organisations have adjusted quickly to the new 
online reality. The global focus on health and humanitarian issues has increased the relevance of 
Geneva dynamics for global governance. The following updates cover the main discussions of the past 
two months. For event reports, visit the Past Events section  on the Digital Watch observatory.

Held entirely online, the WSIS Forum continued in 
July and August with a series of virtual sessions 
exploring diverse digital policy topics. Among them 
were several high-level policy sessions which dis-
cussed bridging digital divides and fostering inclu-
siveness and access to information for all; gender 

mainstreaming and ICTs; the role of ICT applications 
and services in promoting sustainable development; 
mechanisms for building confidence and security in 
the use of ICTs; the role of ICT and the digital econ-
omy in trade/financing for development; and capacity 
building and e-learning.

World Summit on the Information Society Forum 2020  | 22 June–10 September 2020

Held online, this session brought together over 2000 
participants (representing member states of the 
World Intellectual Property Organization (WIPO), aca-
demics, and scientific and private organisations) to 
discuss the impact of AI on intellectual property (IP) 
policy. Continuing a debate that started in September 
2019, the session allowed for an in-depth discus-
sion on the revised Issue Paper on IP Policy and AI,  
which explores questions and issues arising for IP 

policy as a consequence of the increasing use of AI 
as a general-purpose technology. Specific issues dis-
cussed included IP protection for AI-generated and 
AI-assisted works and inventions; patentability, dis-
closure, and guidelines for AI inventions; and copy-
right in AI training data. These debates will feed into a 
third session of the Conversation on IP and AI,  to be 
held in November 2020.

WIPO Conversation on Intellectual Property and Artificial Intelligence: Second Session  | 7–9 July 2020

This session of the Human Rights Council (HRC) fea-
tured discussions on a wide range of issues, from the 
rights to education and freedom of expression, to the 
rights of women and children. Included in the agenda 
was a panel discussion on the impacts, opportunities, 
and challenges of new and emerging digital technol-
ogies with regard to the promotion and protection of 
human rights; the discussion built on the 2019 HRC 
Resolution on New and emerging digital technolo-
gies and human rights.  Two advanced reports with 
direct relevance to digital policy were presented 
during the session: a report of the United Nations 
High Commissioner for Human Rights on the Impact 

of new technologies on the promotion and protection of 
human rights in the context of assemblies  and a report 
of the Special Rapporteur on contemporary forms of 
racism, racial discrimination, xenophobia and related 
intolerance on Racial discrimination and emerging dig-
ital technologies: a human rights analysis.  The report 
on Disease pandemics and the freedom of opinion and 
expression  presented by the Special Rapporteur on 
the promotion and protection of the right to freedom 
of opinion and expression also touched on issues 
related to Internet access, seen as ‘a critical element 
for health-care policy and practice, public information 
and even the right to life’.

Human Rights Council: 44th Regular Session  | 30 June–17 July 2020

https://dig.watch/past-events
https://dig.watch/events/wsis-forum-2020
https://www.wipo.int/edocs/mdocs/mdocs/en/wipo_ip_ai_2_ge_20/wipo_ip_ai_2_ge_20_1_rev.pdf
https://www.wipo.int/about-ip/en/artificial_intelligence/policy.html
https://dig.watch/events/wipo-conversation-intellectual-property-ip-and-artificial-intelligence-ai-second-session
https://undocs.org/A/HRC/RES/41/11
https://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session44/Documents/A_HRC_44_24_AEV.docx
https://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session44/Documents/A_HRC_44_57_AdvanceEditedVersion.docx
https://undocs.org/en/A/HRC/44/49
https://dig.watch/events/human-rights-council-44th-regular-session
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Upcoming

The main global digital policy events 
in September

September

October

14 SEP–6 OCT
Human Rights Council – 45th Regular Session 
(Geneva)

The Human Rights Council will consider the annual 
report of the United Nations High Commissioner for 
Human Rights, and reports of the Office of the High 
Commissioner and the Secretary-General. It will also 
discuss the promotion and protection of human rights; 
human rights situations in several countries; and 
combating racism, racial discrimination, xenophobia, 
and related forms of intolerance, among others.

7–10 SEP
WSIS Forum 2020: Final Week (online)

The 2020 WSIS Forum will culminate with a final 
week which will include policy statements, interac-
tive high-level dialogues, a WSIS Prize ceremony, a 
ministerial roundtable, as well as a series of WSIS 
Action Line facilitation meetings. Session reports 
from the final week will be available on the Digital 
Watch observatory.

21–25 SEP
SEEDIG 6 (online)

Held for the sixth consecutive year, the annual meeting 
of the South Eastern European Dialogue on Internet 
Governance (SEEDIG) will discuss some of the most 
pressing Internet and digital policy issues in South 
Eastern Europe and the neighbouring area (SEE+), from 
digitalisation and the digital economy, to online privacy 
and cybercrime. The discussions will be organised 
around four main tracks: Internet infrastructure, dig-
italisation, trust and security, and advanced technolo-
gies. In addition to the main sessions, the programme 
will also feature a series of SEEtalks, an innovation 
track, and an ‘Online Living Library’.

30 SEP–1 OCT
AI Summit 2020 (online)

The 2020 edition POLITICO’s AI Summit is themed ‘Can 
Europe keep up with its digital legacy and be a global 
AI rule-maker?’. It includes sessions on the AI global 
state of play, AI boundaries, Europe’s place in the future 
AI world, Europe’s digital legacy and competitiveness, 
strategies for AI implementation, and access needs.

15–30 SEP
75th Session of the UN General Assembly (UNGA 
75) (New York)

The UNGA will mark its 75th anniversary on 21 
September with a high-level meeting themed ‘The 
Future We Want, the UN We Need: Reaffirming our 
Collective Commitment to Multilateralism – confront-
ing COVID-19 through effective multilateral action’. 
The General Debate will be held under this theme 
on 22–26 September and on 29 September, and will 
focus on the most vulnerable, as well as on ensuring 
that partnerships to achieve the 2030 Agenda adapt 
to the crisis. An analysis of the digital issues covered 
by the speeches will be available on the Digital Watch 
observatory.

27–30 SEP
APrIGF 2020 (online)

Originally planned to be held in Kathmandu, Nepal, 
APrIGF will move online to tackle four sub-themes: 
cybersecurity, safety and trust; digital inclusion, gen-
der equality and diversity; human rights and ethics; 
and innovation and development. Some of the issues 
on the agenda are cybernorms, online child abuse, 
women’s safety online, encryption, techical capacity 
buidling, access to information, digital gender divide, 
digital rights, and online education.

Here we take a look ahead at the digital policy calendar to highlight the main discussions taking place 
in the next few weeks across the globe. For more details and for the proceedings of some events – 
including summary reports and digests from individual sessions – please check in regularly at the 
Digital Watch observatory.

https://dig.watch/events/human-rights-council-45th-regular-session
https://dig.watch/events/wsis-forum-2020
https://dig.watch/events/seedig-6
https://dig.watch/events/aprigf-2020
https://dig.watch/events/75th-session-un-general-assembly-unga-75
https://dig.watch/events/ai-summit-2020
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Interview

September is the diplomatic ‘New Year’

Traditionally, the diplomatic year starts in September when heads of states gather in New York for the UN 
General Assembly’s annual debate. It’s also a time when negotiations resume in conference rooms world-
wide. This year, however, things are quite different. Head of the Geneva Internet Platform (GIP), Prof. Jovan 
Kurbalija, explains.

DW: How is this year different for diplomacy?

Prof. Kurbalija: COVID-19 has changed a few things. Instead of the habitual meetings as part of the high-level seg-
ment of the UN General Debate, state representatives will deliver their statements by video. Like our lives, diplo-
macy is also changing fast.

DW: What can we expect in the field of digital policy?

Prof. Kurbalija: How, where, and who will govern the digital space will come into sharper focus in the next few 
months. The UN Secretary-General’s Roadmap for Digital Cooperation provides a framework and a space for a 
holistic approach to digital governance.

DW: What other issues should we keep an eye on?

Prof. Kurbalija: Emerging issues include the interplay between the environment and digital governance; digital 
standards as shapers of the digital world; shifts in geopolitics, especially with players such as China, the USA, and 
the EU; issues related to taxation, competition, and the digital economy, which are now maturing; and of course, the 
way digital technology is being used to fight the spread of COVID-19. 

DW: How is the GIP approaching the coming months?

Prof. Kurbalija: At Diplo and the GIP, we are starting this ‘new’ diplomatic and academic year by continuing our work 
on the transformations in diplomacy. Online learning and diplomacy, which have been our modus operandi for many 
years, are even more prominent. In addition, we’re digging deeper into AI and putting it to good use. At a time when 
Zoom meetings and online learning have become part of the daily routine for many, we will be focusing on launching 
more creative, engaging, and effective ways of learning and meeting online. Here’s what we plan to launch in the 
coming weeks:

•	 A new version of the Digital Watch observatory, together with a weekly newsletter and an updated barometer.
•	 An AI-powered Speech Generator for cybersecurity.
•	 A pilot Data Sandbox that will help identify patterns in data on COVID-19, the SDGs, and other pressing dig-

ital policy issues.
•	 The new Geneva Digital Atlas, which will be a useful guide for navigating digital issues, actors, and pro-

cesses in International Geneva.

For more updates, subscribe to the GIP newsletter.

https://dig.watch/newsletter

